
When the first DNSSEC standards were being created, Kevin Oberman, 
a network engineer at ESnet, part of the Lawrence Berkeley National 
Laboratory, never worried about “bad guys” using the DNS to attack his 
network. However, he was aware that DNS was never designed to be secure 
and that DNS provided a “wonderful attack vector”, although one which was 
difficult for cyber thieves to leverage in practice. Several years later, however, 
IOActive researcher Dan Kaminsky announced he had discovered new ways 
of attacking the DNS that made it fast and easy for any criminal to redirect 
users from legitimate websites to fake ones for nefarious purposes.

Shortly after Kaminsky’s discovery, the U.S. federal government took action 
by mandating that DNSSEC be deployed across all .gov domains by the end 
of 2009. DNSSEC adds digital signatures to the records used by the DNS to 
translate commonly used domain names into numerical IP addresses that 
computer systems understand. Because DNS transactions underlie most 
activity on the Internet, assuring the authenticity of this information through the 
validation of these digital signatures is crucial to security. 

Situation 
ESnet is a network with a 20 gigabits/sec backbone that is used primarily for 
scientific research for the Office of Science of the DOE. While ESnet operates 
domains under .net and .org rather than .gov, and thus is not required to 
comply with the OMB mandate, Oberman knew that it was only a matter of 
time until FISMA required DNSSEC to be deployed on all U.S. government 
owned computer systems, and wanted to proceed with implementing 
DNSSEC to gain practical experience.

 “The cryptography in Secure64 DNS Signer has been rock solid 
from day one.”

— Kevin Oberman, Sr. Network Engineer, ESnet

ESnet, which provides networking services to the Office of Science including 
many national labs and weapons sites, is considered a leader in evaluating 
and implementing new government standards. Many groups within the DOE 
asked that ESnet take the lead on this project and Oberman was assigned 
the task.

Process
Oberman had enough knowledge of the DNS and DNSSEC to be tempted to 
do this work himself using open source tools and scripts, but quickly realized 
that “doing it yourself” meant ensuring that others could take over for him if 
he were unavailable. Oberman recognized that he needed an off-the-shelf 
product to ensure that DNSSEC would continue to operate smoothly for 
years to come.

He began by talking with NIST about the specific requirements of the 
mandate. Next, Oberman developed the requirements for a DNSSEC 
product. Oberman began with the background of the company providing the 
solution. 

COMPANY 
ESnet

BUSINESS CHALLENGES

 ■ Implement DNSSEC across 
ESnetdomains

 ■ Maintain DNSSEC with minimal need 
for staff training

 ■ Provide technical leadership to DOE 
sites allowing them to meet OMB 
mandate 

SOLUTIONS

 ■ Secure64 DNS Signer

SOLUTIONS

 ■ Robust DNSSEC application FIPS

 ■ 140-2 level 2 compliance RFC

 ■ 5011 compliance 
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He felt they needed:
 ■ A background in cryptology to understand the functionality necessary for a good DNSSEC solution A commitment 

to the DNS market 

 ■ To provide a turnkey solution

 ■ To offer a fully functional product rather than just Bind plus some scripts

 ■ To provide RFC 5011 compliance

 ■ To offer a product that is FIPS 140-2 compliant

When Oberman began looking for a DNSSEC provider only one company met his requirements: Secure64.

ABOUT SECURE64
Secure64 brings trust to the internet through its suite 
of purpose-built, secure, DNS-based network security 
products. The company was built on a foundation of 
security and has forged solutions that are self-protecting 
and immune to malware.  Secure64 secures the DNS 
infrastructures of leading service providers, government 
agencies and enterprises globally.

ABOUT SECURE64 DNS SIGNER 
Secure64 DNS Signer is the only DNSSEC key 
management and zone signing solution that is fully 
automated and secure. By fully automating DNSSEC 
key generation, key rollover, zone signing and re-signing 
processes, DNS Signer reduces deployment and 
administration costs while eliminating errors that can cause 
domains to become unavailable.
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Solution
Oberman has a very conservative implementation philosophy. “Start early. Take baby steps. And test, test, test,” he 
says.  True to his word, Oberman started by signing a small number of zones in a test implementation, which was 
successfully completed during the two day installation and training period. He then added more zones to the test 
and continued to run the offline test until all zones were signed and he was satisfied that the key rollover mechanism 
worked successfully. He then deployed Secure64 DNS Signer into full production.

From Oberman’s standpoint, the implementation of DNS Signer went 
smoothly. “The crypto has been rock solid from day one,” he said. 
The product is currently in production on all ESnet domain servers 
and all internal domains are being signed.

Oberman, armed with presentation materials, travels the country 
helping other departments within DOE understand how to prepare 
for DNSSEC implementation and what solutions are available. “One 
of the factors that can slow deployment is the current network 
infrastructure. It has to be ready for the robust requirements of 
domain signing.”

For any organizations looking to select a DNSSEC solution, Oberman recommends talking to people who 
have actually used the product being considered for purchase. “The government sector is quite different 
from commercial markets. Our needs are unique and the DNSSEC application has to meet the specific 
requirements of government implementations.”


